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H3C AR 18-2X 3Com

AR 18-2X AR 18-21A
AR 18-21 AR 18-22 AR 18-22-8 AR 18-23-1 AR 18-22S-8 AR 18-23S-1
AR 18-22-24
H3C AR 18-22-24 32 CPU

64MB Flash
8MB 2 10/100M WAN 24
10/100M LAN 1
H3C AR 28-1x 3Com

AUX E1
SIC

MIM H3C SMB

(1)
1 RJ45 DB9

1 CON
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(2)
PC

aaa

2
3

3
4

9600 8 1 <
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>

4
[ / ] 5

5
VT100 < >
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<Quidway> <H3C>

display current-configuration
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(1)
< > <Quidway>

?
ctrl+z

(2)
system-view sys

[ ]
[Quidway] ?

(3)
interface interface e1/0

e1/0 -
[R1-Ethernet1/0] R1 1/0 ?

(1) reset saved-configuration FLASH

(2) reboot
(3) display

current-configuration

(1) system
(2) ( s0/0 ) interface s0/0
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(3) quit
(4) ip address ip

(5) dis current
(6) dis saved-config
(7) dis version
(8) sysname
(9) reboot
(10) clock
(11) save
(12) dis interface
(13) dis ip routing-table
(14) CPU dis cpu
(15) undo XXXX XXXX

Quidway
(1) ?
(2) ?

(3) ?

(4) ?
(5) ?
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! / IP
!

!

!

! IP IP
! IP
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2

RIP OSPF IS-IS BGP
RIP OSPF IS-IS BGP

AS

PC PING
PC AR18 AR28 PC

PING
ip route X Y Z X 172.16.1.0

Y 255.255.255.0 Z
IP 182.168.1.254

AR28 AR18 PC

PC

1
PC1 AR18-1 1-24
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PC2 AR18-2 1-24
AR28-1 LAN1 AR18-2 1-24
AR28-2 LAN1 AR18-1 1-24

PC1 AR18-1 E3/0 192.168.1.254 PC2
AR18-2 E3/0 192.168.2.254 255.255.255.0
2
1

AR18-1

<quidway>sys //
[quidway] sysname ar18-1 // ar18-1

[ar18-1] interface e3/0 // e3/0 IP

Ip address 192.168.1.254 255.255.255.0
Quit

[ar18-1] Interface e1/0 // 1/0 IP

Ip address 172.16.1.253 255.255.255.0
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Quit
[ar18-1] Ip route 0.0.0.0 0.0.0.0 172.16.1.254 //

172.16.1.254

AR28-1

<quidway>sys //
[quidway] sysname ar28-1 // ar28-1

[ar28-1] interface e0/0 // e0/0 IP

Ip address 172.16.1.254 255.255.255.0
Quit

[ar28-1] Interface e0/1 // e0/1 IP

Ip address 192.168.2.253 255.255.255.0
Quit

[ar28-1] Ip route 0.0.0.0 0.0.0.0 172.16.1.253 //
172.16.1.253

[ar28-1] ip route 172.16.2.0 255.255.255.0 192.168.2.254 //
172..16.2.0 192.168.2.254.

2
AR18-2

<quidway>sys //
[quidway] sysname ar18-2 // ar18-2

[ar18-2] interface e3/0 // e3/0 IP

Ip address 192.168.2.254 255.255.255.0
Quit

[ar18-2] Interface e1/0 e1/0 IP

Ip address 172.16.2.253 255.255.255.0
Quit

[ar18-2] Ip route 0.0.0.0 0.0.0.0 172.16.2.254 //
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172.16.2.254

AR28-2

<quidway>sys //
[quidway]sysname ar28-2 // ar28-2

[ar28-2] interface e0/0 // e0/0 IP

Ip address 172.16.2.254 255.255.255.0
Quit

[ar28-2] Interface e0/1 // e0/1 IP

Ip address 192.168.1.253 255.255.255.0
Quit

[ar28-2] Ip route 0.0.0.0 0.0.0.0 172.16.2.253 //
172.16.2.253

[ar28-2]ip route 172.16.1.0 255.255.255.0 192.168.1.254 //
172.16.1.0 192.168.1.254.

dis ip routing-table
PC1 AR18 E3/0 192.168.1.254/24 PC2
AR18 E3/0 192.168.2.254/24
PING

PC PING

1 PC
PING
2 0.0.0.0 0.0.0.0
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RIP OSPF

RIP OSPF

2

RIP OSPF
RIP 15 OSPF

1
2

AR28 AR18 PC
PC

PC1 AR18-1 1-24
PC2 AR18-2 1-24

AR28-1 LAN1 AR18-2 1-24
AR28-2 LAN1 AR18-1 1-24

AR28 LAN0 AR18 WAN0
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PC1 AR18 E3/0 192.168.1.254 PC2
AR18 E3/0 192.168.2.254 255.255.255.0

1 RIP

1

AR18-1
<quidway>Sys //
[quidway] Sysname ar18-1 // ar18-1

[ar18-1] interface e3/0 // e3/0 IP

Ip address 192.168.1.254 255.255.255.0
Rip version 2
Quit

[ar18-1] Interface e1/0 // 1/0 IP

Ip address 172.16.1.253 255.255.255.0
Rip version 2
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Quit

[ar18-1] Rip // RIP

Network 172.16.1.0 // 172.16.1.0

Network 192.168.1.0 // 192.168.1.0

Undo summary // RIP RIP

AR28-1
<quidway>Sys //
[quidway] Sysname ar28-1 // ar28-1

[ar28-1] interface e0/0 // e0/0 IP

Ip address 172.16.1.254 255.255.255.0
Rip version 2
Quit

[ar28-1] Interface e0/1 // e0/1 IP

Ip address 192.168.2.253 255.255.255.0
Rip version 2
Quit

[ar28-1] Rip
Network 172.16.1.0 // 172.16.1.0

Network 192.168.2.0 //
Undo summary

2

AR18-2
<quidway>Sys //
[quidway] Sysname ar18-2 // ar18-2

[ar18-2] interface e3/0 // e3/0 IP

Ip address 192.168.2.254 255.255.255.0
Rip version 2
Quit
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[ar18-2] Interface e1/0 // e1/0 IP

Ip address 172.16.2.253 255.255.255.0
Rip version 2
Quit

[ar18-2] Rip
Network 172.16.2.0
Network 192.168.2.0
Undo summary

AR28-2
<quidway>Sys //
[quidway]Sysname ar28-2 // ar28-2

[ar28-2]interface e0/0 // e0/0 IP

Ip address 172.16.2.254 255.255.255.0
Rip version 2
Quit

[ar28-2]Interface e0/1 // e0/1 IP

Ip address 192.168.1.253 255.255.255.0
Rip version 2
Quit

[ar28-2]Rip
Network 172.16.2.0
Network 192.168.1.0 //
Undo summary

1 dis ip routing-table
2 PC1 AR18 E3/0 192.168.1.254/24 PC2
AR18 E3/0 192.168.2.254/24 , PC1 PING

PC2 PC PING IP

2 OSPF
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1

AR18-1
<quidway>Sys
[quidway]Sysname ar18-1 // ar18-1

[ar18-1]interface e3/0 // e3/0 IP

Ip address 192.168.1.254 255.255.255.0
Quit

[ar18-1]Interface e1/0 // 1/0 IP

Ip address 172.16.1.253 255.255.255.0
Quit

[ar18-1]Router id 1.1.1.1 // OSPF ID RID RID

OSPF

[ar18-1]ospf // OSPF

area 0 // 0 0 OSPF

0

Network 172.16.1.0 0.0.0.255 // 172.16.1.0

Network 192.168.1.0 0.0.0.255 // 192.168.1.0

AR28-1
<quidway>Sys //
[quidway]Sysname ar28-1 // ar28-1

[ar28-1]interface e0/0 // e0/0 IP

Ip address 172.16.1.254 255.255.255.0
Quit

[ar28-1]Interface e0/1 // e0/1 IP

Ip address 192.168.2.253 255.255.255.0
Quit

[ar28-1]Router id 2.2.2.2
ospf
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area 0
Network 172.16.1.0 0.0.0.255
Network 192.168.2.0 0.0.0.255 //

2

AR18-2
<quidway>Sys //
[quidway]Sysname ar18-2 // ar18-2

[ar18-2]interface e3/0 // e3/0 IP

Ip address 192.168.2.254 255.255.255.0
Quit

[ar18-2]Interface e1/0 // e1/0 IP

Ip address 172.16.2.253 255.255.255.0
Quit

[ar18-2]Router id 3.3.3.3 // OSPF RID RID

OSPF

[ar18-2]ospf // OSPF

area 0 // 0

Network 172.16.2.0 0.0.0.255 // 172.16.2.0

Network 192.168.2.0 0.0.0.255 // 192.168.2.0

AR28-2
<quidway>Sys //
[quidway]Sysname ar28-2 // ar28-2

[ar28-2]interface e0/0 // e0/0 IP

Ip address 172.16.2.254 255.255.255.0
Quit

[ar28-2]Interface e0/1 // e0/1 IP

Ip address 192.168.1.253 255.255.255.0
Quit

[ar28-2]Router id 4.4.4.4
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ospf
area 0
Network 172.16.2.0 0.0.0.255
Network 192.168.1.0 0.0.0.255 //

1 PC1 PING PC2 PC PING
IP

2 dis ip routing-table

RIP OSPF



19

ACL

ACL

2

1 ACL

ACL Access Control List
permit | deny

ACL

2

!! basic acl

acl

rule 1 deny source 1.1.1.1 0 logging

!! advanced acl

IP
TCP ICMP

rule 1 deny ip source 1.1.1.1 0 destination 2.2.2.1 0
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!! interface-based acl

!! MAC mac-based acl

1000 1999
2000 2999

3000 3999
4000 4999 MAC

1 IP
2

AR28 AR18 PC
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AR18-2AR18-1

WAN0(E1/0)
192.168.1.1/24

WAN0(E1/0)
192.168.2.1/24

WAN1(E2/0) WAN1(E2/0)
172.16.1.254/24 172.16.2.254/24

LAN0(E0/0)
LAN0(E0/0)

172.16.1.1/24
172.16.2.1/24

S0/0
222.200.1.1

S0/0
222.200.1.254/24

AR28-2

PC1 PC2

AR28-1

PC1 IP 192.168.1.254/24 AR18-1 WAN0 PC2
IP 192.168.2.254/24 AR18-2 WAN0

AR28-1 AR28-2 S0/0
LINK ACT 0

1 ACL
1 AR18-1 IP

sys
[Quidway]sysname AR18-1
[AR18-1]interface Ethernet 1/0
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[AR18-1-Ethernet1/0]ip address 192.168.1.1 255.255.255.0
[AR18-1-Ethernet1/0]quit
[AR18-1]interface Ethernet 2/0
[AR18-1-Ethernet2/0]ip address 172.16.1.254 255.255.255.0
[AR18-1-Ethernet2/0]quit
2 AR18-1

[AR18-1]ip route-static 172.16.2.0 255.255.255.0 172.16.1.1
[AR18-1]ip route-static 192.168.2.0 255.255.255.0 172.16.1.1
[AR18-1]ip route-static 222.200.1.0 255.255.255.0 172.16.1.1
[AR18-1]quit

3 AR28-1 IP
<H3C>sys
[H3C]sysname AR28-1
[AR28-1]interface e0/0
[AR28-1-Ethernet0/0]ip address 172.16.1.1 255.255.255.0
[AR28-1-Ethernet0/0]quit
[AR28-1]interface Serial 0/0
[AR28-1-Serial0/0]ip address 222.200.1.1 255.255.255.0
[AR28-1-Serial0/0]quit
[AR28-1]ip route-static 172.16.1.0 255.255.255.0 172.16.1.254
[AR28-1]ip route-static 192.168.1.0 255.255.255.0 172.16.1.254
[AR28-1]ip route-static 172.16.2.0 255.255.255.0 222.200.1.254
[AR28-1]ip route-static 192.168.2.0 255.255.255.0 222.200.1.254

4 AR28-2 AR18-2
<H3C>sys
[H3C]sysname AR28-2
[AR28-2]interface Serial 0/0
[AR28-2-Serial0/0]ip address 222.200.1.254 255.255.255.0
[AR28-2-Serial0/0]quit
[AR28-2]interface Ethernet 0/0
[AR28-2-Ethernet0/0]ip address 172.16.2.1 255.255.255.0
[AR28-2-Ethernet0/0]quit
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[AR28-2]ip route-static 172.16.2.0 255.255.255.0 172.16.2.254
[AR28-2]ip route-static 192.168.2.0 255.255.255.0 172.16.2.254
[AR28-2]ip route-static 172.16.1.0 255.255.255.0 222.200.1.1
[AR28-2]ip route-static 192.168.1.0 255.255.255.0 222.200.1.1
[AR28-2]quit

<Quidway>sys
[Quidway]sysname AR18-2
[AR18-2]interface Ethernet 1/0
[AR18-2-Ethernet1/0]ip address 192.168.2.1 255.255.255.0
[AR18-2-Ethernet1/0]quit
[AR18-2]interface Ethernet 2/0
[AR18-2-Ethernet2/0]ip address 172.16.2.254 255.255.255.0
[AR18-2-Ethernet2/0]quit
[AR18-2]ip route-static 222.200.1.0 255.255.255.0 172.16.2.1
[AR18-2]ip route-static 172.16.1.0 255.255.255.0 172.16.2.1
[AR18-2]ip route-static 192.168.1.0 255.255.255.0 172.16.2.1
[AR18-2]quit

AR18-1 PC PING

PING IP

"

IP
IP >>

2 AR28-1
[AR28-1]firewall enable //

[AR28-1]acl number 3000 // 3000

[AR28-1-acl-adv-3000]rule deny tcp source 192.168.1.254 255.255.255.0
destination 192.168.2.254 255.255.255.0 //

ACL 192.168.1.254 192.168.2.254 TCP

[AR28-1-acl-adv-3000]quit
[AR28-1]interface Serial 0/0 // S0/0
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[AR28-1-Serial0/0]firewall packet-filter 3000 outbound // S0/0

[AR28-1-Serial0/0]quit
AR18-1 PC PING

Router A/B AR28-1 ACL Router

C/D PC PING

IP

* UDP

AR28-2
[AR28-2]firewall enable
[AR28-2]acl number 3000
[AR28-2-acl-adv-3000]rule deny icmp source any destination any //

ACL ICMP PING any

0.0.0.0 255.255.255.255 IP

[AR28-2-acl-adv-3000]quit
[AR28-2]interface Serial 0/0
[AR28-2-Serial0/0]firewall packet-filter 3000 outbound
[AR28-2-Serial0/0]quit

AR18-1 PC PING

PC PING

ACL
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NAT

NAT

2

1
RFC1631 NAT Network Address Translation
IP IP IP
NAT

IP IP IP

"

IP

RFC1918 IP
A 10.0.0.0 10.255.255.255
B 172.16.0.0 172.31.255.255
C 192.168.0.0 192.168.255.255

ISP

NAT
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NAT PC
192.168.1.3 202.120.10.2 1

NAT NAT
1 192.168.1.3

Internet 202.169.10.1
PC

2 202.169.10.1 NAT NAT

PC 192.168.1.3
2

Internet
NAT

IP
NAT

H3C

! IP
IP

!

Internet

1
2 NAT

AR28 AR18 PC
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LAN0(E0/0)

192.168.X.1

LAN0(E0/0)

(E0/1)

LAN0(E0/0)

(E0/1)

WAN0(E1/0)

(E1/0)

WAN1(E2/0)

(E2/0)

WAN1(E2/0)

(E2/0)

WAN0(E1/0)

(E1/0)

H3C 3600

192.168.X.254

(E0/1)

AR28-2

RouterB

AR18-1

RouterA
AR18-2

RouterA
AR18-X

RouterA

AR28-X

RouterB

LAN1(E0/1)

(E0/0)

AR28-1

RouterB

LAN1(E0/1)

(E0/0)

H3C 3600
192.168.X.254 X 6 3600
192.168.6.254 PC 3600

PC 3600
# AR28-1 IP IP

LAN1 (E0/1)

172.16.1.254

WAN1(E2/0)

172.16.1.1/24

WAN0 (E1/0)

10.X.1.1/24
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192.168.X.1

sys
[H3C]sysname AR28-1
[AR28-1]router id 2.2.2.2
[AR28-1]interface Ethernet 0/0
[AR28-1-Ethernet0/0]ip address 192.168.X.1 255.255.255.0
[AR28-1-Ethernet0/0]quit
[AR28-1]interface Ethernet 0/1
[AR28-1-Ethernet0/1]ip address 172.16.1.254 255.255.255.0
[AR28-1-Ethernet0/1]quit
# OSPF

[AR28-1]ospf 1
[AR28-1-ospf-1]area 0
[AR28-1-ospf-1-area-0.0.0.0]network 0.0.0.0 0.0.0.0
[AR28-1-ospf-1-area-0.0.0.0]quit
[AR28-1-ospf-1]quit
[AR28-1]ip route-static 10.X.1.0 255.255.255.0 172.16.1.1
#

[AR28-1]nat address-group 1 192.168.X.5 192.168.X.18
// 1 192.168.X.5

192.168.X.18 IP 6

[AR28-1]acl number 2000 // ACL 2000

ACL

[AR28-1-acl-basic-2000]rule 1 permit // ACL

[AR28-1-acl-basic-2000]quit
[AR28-1]interface Ethernet 0/0 //

[AR28-1-Ethernet0/0]nat outbound 2000 address-group 1
//

[AR28-1-Ethernet0/0]quit
# AR18-1
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<Quidway>sys
[Quidway]sysname AR18-1
[AR18-1]router id 1.1.1.1
[AR18-1]interface Ethernet 2/0
[AR18-1-Ethernet2/0]ip address 172.16.1.1 255.255.255.0
[AR18-1-Ethernet2/0]quit
[AR18-1]interface Ethernet 1/0
[AR18-1-Ethernet1/0]ip address 10.X.1.1 255.255.255.0
[AR18-1-Ethernet1/0]quit
[AR18-1]ospf 1
[AR18-1-ospf-1]area 0
[AR18-1-ospf-1-area-0.0.0.0]network 0.0.0.0 0.0.0.0
[AR18-1-ospf-1-area-0.0.0.0]quit
[AR18-1-ospf-1]quit

NAT Debug Debug

<AR28-1>debugging nat packet
<AR28-1>terminal debugging

PC ping 192.168.X.254 192.168.6.254
10.6.1.254 PC

<AR28-1>
*0.1444032 AR28-1 NAT/8/debug:
(Ethernet0/0-out :)Pro : ICMP
( 10.6.1.254: 512 - 192.168.6.254: 512) ------>
( 192.168.6.17: 12288 - 192.168.6.254: 512)
*0.1444043 AR28-1 NAT/8/debug:
(Ethernet0/0-in :)Pro : ICMP
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( 192.168.6.254: 512 - 192.168.6.17:12288) ------>
( 192.168.6.254: 512 - 10.6.1.254: 512)
*0.1445031 AR28-1 NAT/8/debug:
(Ethernet0/0-out :)Pro : ICMP
( 10.6.1.254: 512 - 192.168.6.254: 512) ------>
( 192.168.6.17: 12288 - 192.168.6.254: 512)
*0.1445032 AR28-1 NAT/8/debug:
(Ethernet0/0-in :)Pro : ICMP
( 192.168.6.254: 512 - 192.168.6.17:12288) ------>
( 192.168.6.254: 512 - 10.6.1.254: 512)
*0.1446032 AR28-1 NAT/8/debug:
(Ethernet0/0-out :)Pro : ICMP
( 10.6.1.254: 512 - 192.168.6.254: 512) ------>
( 192.168.6.17: 12288 - 192.168.6.254: 512)
*0.1446033 AR28-1 NAT/8/debug:
(Ethernet0/0-in :)Pro : ICMP
( 192.168.6.254: 512 - 192.168.6.17:12288) ------>
( 192.168.6.254: 512 - 10.6.1.254: 512)
*0.1447031 AR28-1 NAT/8/debug:
(Ethernet0/0-out :)Pro : ICMP
( 10.6.1.254: 512 - 192.168.6.254: 512) ------>
( 192.168.6.17: 12288 - 192.168.6.254: 512)
*0.1447032 AR28-1 NAT/8/debug:
(Ethernet0/0-in :)Pro : ICMP
( 192.168.6.254: 512 - 192.168.6.17:12288) ------>
( 192.168.6.254: 512 - 10.6.1.254: 512)

NAT


